GNOME "Conference

GUADEC

Disable USB on lockscreen

Student: George-Cristian Muraru (murarugeorgec@gmail.com)
Mentor: Tobias Mueller (tobiasmue@gnome.org)

August 7, 2015

GOTHENBURG



Figure 1: Let's start with the questions
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Why?
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Some USB devices may be dangerous

» Viruses
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Some USB devices may be dangerous

» Viruses
» HID undercover
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Some USB devices may be dangerous

» Viruses
» HID undercover
» Network trust issues
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How?
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Using the information given by the device

» Device Descriptors
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Using the information given by the device

» Device Descriptors
» D-Bus
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Using the information given by the device

» Device Descriptors
» D-Bus
» Some already made libraries (pyudev, pyusb)
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UsBGromento

Known Device Connected Descriptorinfo Manufacturer Product
DEVICE ID 0951:1641 on Bus 001 Address 002
blength 0x12 (18 bytes)
bDescriptorType  : Ox1 Device
beauss 0:200UsB 20
beviceClass 0x0 Specifed at nterface
bDeviceSubClass  © 0x0
bDeviceProtocol 1 0x0
BMaxPacketSize0  : Oxd0 (64 bytes)

ox1641
0x100 Device 1.0

iManufacturer 0x1 Kingston
Product 0x2 DataTraveler C10
iserialNumber 0x3 000D619C5208F030D42E0B61
bNumConfigurations : Ox1

1:100mA
blength 0x9 (9 bytes)
bDescriptorType

0x2 Configuration
wotallength  : 0x20 (32 bytes)
ENuminterfaces = Ox1
bConfigurationValue : Ox1
iConfiquration = 0x0

0180 Bus Powered

CERGLR) Kingston DataTraveler C10
INTERFACE 0: Mass Storage =
blength 019 (9 bytes)
bDescriptorType : Oxd Interface
binterfaceNumber
bAltermateSetting : 0x0
BNumEndpoints  © 0x2
binterfaceClass :  OxB Mass Storage
binterfaceSubClass :  Ox6
binterfaceProtocol : 0x50
iinterface o0
ENDPOINT 0x81: Bulk IN

007 (7 bytes)

bDescriptorType : x5 Endpaint
bndpointAddress : 0x81 1IN
bmAttrbutes : Ox2 Bulk
wMaxPacketSize : 0x200 (512 bytes)
binterval #

Connected Devices Unknown Devices. Write selected Remove selected

Figure 2: Some descriptors
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